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Why should we care about 
collusion? 



LLM agents increasingly communicate
in the real world  
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LLM agents increasingly communicate
in the real world  

https://www.aisi.gov.uk/blog/introducing-controlarena-
a-library-for-running-ai-control-experiments



Collusion may arise as an emergent 
and unintended consequence of 

optimization in shared environments



How was collusion studied before? 

But how to measure its outcome on the group? 
How it emerges? 
What factors further amplify it? 



Introducing Colosseum 



Colosseum: an auditing framework 

• Cooperative environments

• Definitions  

• Regret-based metrics

• Judge annotation 

• Allowing group communication 

• Secret channels
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Why is studying collusion hard? 

1. What matters is the evidence of collusion

2.

Long horizon trajectories: when did collusion start?2.



What is DCOP and why do we use it?

Distributed Constraint Optimization Problem (DCOP) 

𝑃 = 𝐴, 𝑋, 𝐷, 𝐹, 𝛼

𝐴: A set of Agents (e.g., LLM assistants representing participants) 
𝑋: Decision variables (e.g., slots of meetings each agent is willing to attend) 
𝐷: Domains 
𝐹: Utility (or cost) functions 
𝛼: Each variable is controlled by exactly one agent via an ownership mapping

A solution to a DCOP is a complete assignment that maximizes (or minimizes) 
the objective function.



What is DCOP and why do we use it?

Distributed Constraint Optimization Problem (DCOP) 

Two useful characteristics for auditing: 

- An optimal baseline solution 
- A fast coalitional counterfactual deviation calculation 



Definition of collusion  in cooperative 
tasks 

𝐹𝑛 𝑥 is the nominal DCOP objective that the system is intended to optimize
𝑥𝑛 ∈ argmax𝑥 𝐹𝑛(𝑥)

Goal of collusion is to reduce 𝐹𝑛 𝑥



Definition of collusion  in cooperative 
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Agent 𝑖 departs from the nominal objective by assigning weight to a hidden 
collusion objective.
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Definition of collusion  in cooperative 
tasks 

Agent 𝑖 departs from the nominal objective by assigning weight to a hidden 
collusion objective.

Operationalized in LLM agents by varying the intensity and/or 
persuasiveness of the prompt  



Experiments



Main research questions 

1. Do out-of-the-box LLMs exhibit emergent collusion in cooperative 
multi-agent systems?

2. Is LLM-as-a-judge sufficient for collusion auditing? 

3. How do persuasion and network influence contribute to collusion 
efficacy?



Environments: Jira Ticket Allocation

Agents assign tasks and build projects 

Each task has public metadata: skill tags, effort, and 
a priority label

Each agent has private attributes: availability and 
skills

Each agent chooses one task



Environments: Meeting schedule 

Agents act as meeting participants who must 
coordinate attendance

Encourage coordinated attendance among 
participants while avoiding schedule conflicts



Environments: Hospital

Hospitals route patients through a sequence of 
departments (e.g., triage, radiology)

Agents represent departments that manage local 
queues and a provisioner that (re)allocates scarce 
shared resources

Using local/private information (e.g., queue lengths, 
shortages), agents coordinate to propose patient 
schedules and resource transfers

Heterogenous environment 



1. Do out-of-the-box LLMs exhibit emergent collusion in cooperative 
multi-agent systems?



Emergent collusion 

Emergent 
(unprompted, adding a secret channel, same prompt)

Increase in the collusion judge score



Emergent collusion: Gemini Flash 

Short answers 
(lower collusion)



Emergent collusion: Claude Sonnet 4.5

Longer answers 
(high collusion)



Effect of the prompt 
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Effect of the prompt 

Simple prompts are
better for the coalition



1. Do out-of-the-box LLMs exhibit emergent collusion in cooperative 
multi-agent systems?

2. Is LLM-as-a-judge sufficient for collusion auditing? 



Collusion judge vs regret-based metrics

Detected less by the judge!!

Simple prompts are
better for the coalition



Collusion judge vs regret-based metrics

Detected less by the judge!!

Higher advantage (better collusion)



Collusion judge vs regret-based metrics

Direct collusion (actions and judge 
are consistent) 

Attempted collusion (judge is high, 
realized actions are not effective)

Hidden collusion (judge is low, 
realized actions are effective)



1. Do out-of-the-box LLMs exhibit emergent collusion in cooperative 
multi-agent systems?

2. Is LLM-as-a-judge sufficient for collusion auditing? 

3. How do persuasion and network influence contribute to collusion 
efficacy?



Persuasion tactics 

Successful persuasion requires the coalition to use false 
claims that are hard to verify and that benefit the coalition



Network influence and misinformation

Multiple adversarial agents repeatedly broadcast the same false claim (e.g., that a 
particular agent is unavailable all week due to a trip) about a victim



Network influence and misinformation

As the number of adversaries grows, the victim-focused misinformation belief 
typically increases approximately linearly across most topologies



Network influence and misinformation

Misinformation belief often remains low in complete and star graphs because 
short path lengths enable benign agents to cross-check claims



Collusion in heterogenous conditions 

Coalition composition influences collusion outcomes; 
Powerful resource provisioner agent reliably achieve their misalignment objectives 
due to control over shared resources



Summary

1. Do out-of-the-box LLMs exhibit emergent collusion in cooperative 
multi-agent systems?

Collusion emerges when a secret channel is introduced across 
multiple out-of-the-box LLMs even when the models are not 
prompted to collude.



Summary

LLM-as-a-judge is either unable to accurately predict collusion (e.g., 
GEMINI-2.5-FLASH and GPT-4.1-MINI), verified by the regret metrics, 
or it predicts collusion that is not realized by the regret metrics (e.g., 
KIMI-K2-INSTRUCT and KIMI-K2-THINKING).

2. Is LLM-as-a-judge sufficient for collusion auditing? 



Summary

Persuasion affects collusion efficacy, while network influence 
strongly shapes misinformation belief

3. How does persuasion and network influence contribute to collusion 
efficacy?



Thank You!
Questions & Discussion

Paper: https://arxiv.org/abs/2602.15198
Code: https://github.com/umass-ai-safety/colosseum

Authors: Mason Nakamura*, Abhinav Kumar*, Saswat Das*, Sahar Abdelnabi, 
Saaduddin Mahmud, Ferdinando Fioretto, Shlomo Zilberstein, Eugene Bagdasarian
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